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Abstract

Provenance plays a critical role in maintaining traceability of
a system’s actions for root cause analysis of security threats
and impacts. Provenance collection is often incorporated into
the reference monitor of systems to ensure that an audit trail
exists of all events, that events are completely captured, and
that logging of such events cannot be bypassed. However,
recent research has questioned whether existing state-of-the-
art provenance collection systems fail to ensure the security
guarantees of a true reference monitor due to the “super pro-
ducer threat” in which provenance generation can overload
a system to force the system to drop security-relevant events
and allow an attacker to hide their actions. One approach
towards solving this threat is to enforce resource isolation,
but that does not fully solve the problems resulting from
hardware dependencies and performance limitations.

In this paper, we show how an operating system’s ker-
nel scheduler can mitigate this threat, and we introduce
AEQGIs, a learned scheduler for Linux specifically designed
for provenance. Unlike conventional schedulers that ignore
provenance completeness requirements, AEGIS leverages re-
inforcement learning to learn provenance task behavior and
to dynamically optimize resource allocation. We evaluate
Axais’s efficacy and show that AEais significantly improves
both the completeness and efficiency of provenance collec-
tion systems compared to traditional scheduling, while main-
taining reasonable overheads and even improving overall
runtime in certain cases compared to the default Linux sched-
uler.

1 Introduction

The global average cost of a data breach in 2024 marked a
10% increase from 2023, reaching an all-time high [50], un-
derscoring the critical need for robust defense and forensic
mechanisms. Provenance systems address this need by sys-
tematically capturing and tracing the origins and pathways
of data flows, offering invaluable insights into the evolution
of data over time. This functionality is essential for appli-
cations such as forensic analysis and intrusion detection.
By recording detailed interactions within computing envi-
ronments, provenance systems promote transparency and
accountability, even in highly complex scenarios. The reli-
ability and effectiveness of these systems, however, hinge
on the completeness of captured provenance events. In other
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words, provenance systems should follow the reference mon-
itor design [26], ensuring that all system events are captured
and logged (i.e., guaranteeing the completeness of collected
provenance).

Revisiting reference monitor guarantees We revisit the
reference monitor concept in the context of provenance sys-
tems and find that existing solutions do not adequately guar-
antee the completeness of provenance events. In particular,
the “super producer threat” [55] in which provenance event
generation overloads the system and leads to losses of captur-
ing security-relevant events, poses a significant challenge to
the reference monitor guarantees. This attack is surprisingly
effective and easy to implement, as it does not require any
special privileges or knowledge of the provenance system.
Recent solutions, such as NoDrop [55], propose resource
isolation so that the host process consumes its own generated
events to prevent provenance event loss. Such losses are cur-
tailed by injecting consumer code into the host process and
enforcing its execution to clean the full-filled event buffer.
Unfortunately, such resource isolation is challenging to de-
ploy: it requires specialized hardware support (i.e., hardware-
based Intel Memory Protection Keys), it is tightly coupled
to specific legacy kernels, and it introduces issues when
executing atomic operations that may lead to errors (e.g.,
Scheduling while atomic)and potential system crashes.
Additionally, the enforcement of injected consumer code
may introduce performance overheads and fairness issues.

Our insight The root cause of why super producer threats
exist is that the provenance system is not timely consum-
ing the generated events, leading to buffer overflows and
event loss. Our insight is that a kernel scheduler can solve
this problem by ensuring that the provenance system is allo-
cated sufficient resources to consume the generated events
in a timely manner. However, tackling this challenge is not
straightforward. Traditional schedulers, such as Linux’s de-
fault schedulers (e.g., the Completely Fair Scheduler (CFS) [3]
and the Earliest Eligible Virtual Deadline First (EEVDF) [5]
scheduler), are designed to provide a generic and balanced
scheduling experience optimized around performance met-
rics like throughput, fairness, and latency among generic
workloads, but they lack an understanding of provenance
systems’ unique characteristics and requirements. This de-
ficiency can result in lost provenance, which compromises
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provenance’s reliability and security and the overall system’s
reference monitor guarantees.

Overview The design of AEGIs is driven by three primary
goals: completeness, efficiency, and fairness. Completeness
ensures that all provenance events are captured, even under
extreme workloads, safeguarding the integrity and reliability
of provenance systems. Efficiency aims to maintain or im-
prove system performance by optimizing resource allocation
while minimizing computational overhead. Fairness ensures
balanced resource distribution, preventing the starvation of
provenance-related tasks or the over-prioritization of any
specific task, thus maintaining proportional CPU utilization
across diverse workloads.

To achieve these goals, AEcrs introduces a kernel-space
learned scheduler tailored to the unique demands of prove-
nance systems. The method combines a queue-based sched-
uling framework with reinforcement learning, offering dy-
namic adaptation and resource optimization.

At ahigh level, AEGIs organizes tasks into multiple queues,
each equipped with predefined waiting times and resource
budgets. Provenance-related tasks are allocated to non-primary
queues, which enforce strict resource constraints, while gen-
eral tasks are managed by a primary queue. By dynamically
selecting tasks from the most “hungry” eligible queue, AEGIs
ensures fair and proportional resource allocation, preventing
starvation and maintaining system stability.

Axais is powered by a lightweight Deep Q-Network (DQN)
that predicts the optimal scheduling decisions based on task
behavior and system context. This reinforcement learning
model analyzes features, such as event generation rates,
buffer availability, and task runtime patterns, to dynami-
cally adjust queue placement. A dual reward mechanism
underpins the learning process: a provenance reward penal-
izes event loss to ensure provenance completeness, while
a utilization reward minimizes CPU idleness to enhance
overall efficiency. This reward enables AEGIs to learn and
adapt to diverse workloads, addressing the challenges posed
by unpredictable and bursty event streams. To further im-
prove efficiency, AEGIS incorporates a delta function to skip
unnecessary scheduling decisions when task contexts are
stable, reducing computational overhead. It also employs
an exponential waiting time strategy for queue consump-
tion, ensuring predictable scheduling and precise resource
control.

Ensuring the security and stability of the extended kernel
functionality, AEGIs is implemented within the Linux kernel
using the eBPF subsystem and the sched_ext framework.
Both provide strong guarantees through rigorous verification
and controlled kernel extensions. This kernel-space imple-
mentation also avoids unnecessary data transfer and context
switching, collecting provenance and task features directly
from kernel data structures. By integrating core components
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into the kernel, AEGIs ensures compatibility with modern
Linux versions and minimizes integration complexity.

Contributions We evaluate Aecis with eight benchmarks,

two provenance systems and compare it with three other

schedulers. Results show that AEGIs is capable of preventing
provenance event loss while other schedulers lose 39% to

98% events. In the meantime, AEGIS respectively improves

the runtime of three macro benchmarks by an average of

3.42%, 0.90% and 0.25% compared to EEVDF[5], LAVD[12],

and Rusty[13] schedulers. Our contributions are summarized

as:

1. We revisit the long-standing reference monitor concept in
the context of provenance systems and discover that the
super producer threat, which leads to the loss of prove-
nance events, poses a significant challenge to the refer-
ence monitor guarantees even in state-of-the-art systems.

2. We propose and implement a novel reinforcement learn-
ing based scheduler, AEais, that achieves security guar-
antees and desired performance properties. To the best
of our knowledge, AEGIs is the first machine learning
based kernel scheduler. Our tool will be open-sourced to
encourage wider adoption in the research community.

. We evaluate AEecIis with macro and micro benchmarks,
illustrating its superior effectiveness and performance
compared to existing schedulers.

2 Background & Challenges

Provenance Provenance systems serve as the foundation for
understanding the lifecycle of data within computational sys-
tems. These systems capture, record, and analyze detailed in-
formation about the origins, transformations, and consump-
tion of data as it flows through various processes. Provenance
data is critical in various applications, ranging from system
auditing[29, 35, 51, 72, 81], forensic analysis[30, 33, 74, 89,
95], data security[23, 38, 79, 86, 90] and reproducibility[27,
52, 53, 80, 83]. For example, by capturing a comprehensive
record of system events, provenance systems enable the re-
construction of attack vectors, detection of unauthorized
access, and identification of malicious activities[23, 35, 38,
438, 58, 59, 84, 91, 96].

Provenance systems are typically structured around pro-
ducers and consumers. Producers use hooks integrated across
various layers of the software stack that enable the capture of
a wide range of activities (e.g., file operations, network sock-
ets, IPC, process execution). For instance, hooks embedded
within the operating system kernel can capture system calls
such as open, read, and write for file access or fork and
execve for process creation and execution. These kernel-
level hooks ensure low-level event capture with minimal
latency. Consumers, in contrast, receive, store, and analyze
the produced provenance data. Consumers can range from
simple storage mechanisms that generate logs for offline
analysis to sophisticated online analytics engines. However,
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(a) Sysdig suffers from inadequate scheduling and resource allocation. The blue line indicates what percentage of provenance events are

lost due to buffer overflow.
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(b) Causal graphs generated during attack investigations, assuming no provenance event loss (left) and provenance event loss caused by
a super producer (right). With a super producer, the adversary hides evidence of malicious events since such events were not captured.

Figure 1. Scheduling statistics and causal graphs of the Sysdig and EEVDF “super producer” [55] case study example.

producers and consumers share a common challenge: ef-
ficient and provenance-aware scheduling mechanisms to
ensure no events are lost or excessive overhead burdens.

Reference monitors Reference monitors [26] are a funda-
mental security mechanism in operating system design that
enforce system-critical security policies (e.g., access control)
by acting as an interposer on every access attempt between
subjects (e.g., users or processes) and objects (e.g., files, de-
vices). They provide the properties of being non-bypassable,
evaluable, always invoked, and tamper-proof.

Most existing system-level provenance solutions[14, 16,
17,31, 55, 81] embed provenance collectors within the overall
system’s kernel-space reference monitor like Linux Prove-
nance Modules[31] or eBPF subsystem to ensure that the
access decisions, along with their context (e.g., who accessed
what and why), are recorded securely and cannot be by-
passed, with the reference monitor serving as part of the
trusted computing base (TCB). This enhances the overall
system’s security and provides the basis for provenance-
informed audit trails.

2.1 Case Study: Super Producer Threat

We consider a representative vulnerability of a provenance
system within a reference monitor when confronted with the
“super producer threat” [55] in which an adversary attempts
to defeat the reference monitor security guarantees. We de-
vise a representative example using Sysdig [14], a widely
used open-source provenance system, and the earliest eligi-
ble virtual deadline first (EEVDF) scheduler that is enabled

by default in the Linux kernel. Sysdig continuously collects

and logs system events, saving the provenance data to the
local disk.

Attack We assume that an adversary aims to exploit sched-
uling weaknesses to mask malicious events. The adversary
deploys a “super producer,” which generates a significant vol-
ume of system calls. While the super producer is running, the
adversary compresses a secret folder, secret, which contains
four files (filel to file4), into an archive, secret.zip. The
compressed archive is then uploaded to a remote server at
1.2.3.4 using curl. Subsequently, the adversary downloads
a script, suspicious. sh, from the same host and overwrites
a previously benign script, maintenance. sh, with this mali-
cious payload. The numerous events triggered by the super
producer overwhelm the consumer buffer, leading to missed
events associated with these malicious operations.

Results Figure 1a illustrates the event loss statistics and the
scheduling order of all programs during the malicious opera-
tions. The blue line represents the average number of events
lost over 1 ms intervals. Stars, squares and triangles indicate
when a corresponding program is scheduled. The results
reveal that the consumer underwent insufficient scheduling
and the system experienced a significant loss of provenance
events during the super producer due to buffer overflow. All
the malicious workloads were executed in the context of
near 100% event loss, indicating the provenance system is
not recording these malicious operations.

Figure 1b shows the causal graphs generated during attack
investigation. Normally the provenance system collects all
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events (left), and the causal graph shows that the adversary
who invoked stress.sh also visited secret and its files.
The upload and consequent injection to maintenance. sh
are also shown. However, due to incomplete provenance log
(right), the records of these malicious operations are lost and
the adversary successfully hides the malicious events.

2.2 Defense Challenges

We identify what makes the super producer threat challeng-
ing to defend against with existing approaches.

Low-cost barrier to entry The attack does not cost an
adversary much in resources to effectively perform. In our
experiment, the stress imposed on the provenance system
was minimal, achieved by scanning the /usr directory with
just five concurrent threads in addition to data collection.
This type of operation can be invoked by any user at any
time, regardless of the machine type or scenario, making it
easy to execute. Furthermore, the attack is also stealthy: the
atack operates independently and is not directly linked to
any subsequent malicious actions or external software. As
a result, such activity is more likely to be misclassified as
benign.

Limitations of existing defenses Based on known prior

work, we found that nearly all state-of-the-art provenance

systems suffer from this attack, and state-of-the-art solutions

fail to fully address the problem, as summarized in Table 1.
We measured three key aspects of a provenance system

that are important to the attack: completeness (whether the
system ensures no provenance event loss or is capable of
performing mitigation); budget-aware (whether the system
is aware of resource allocation and makes efficient use of it);
and compatibility (whether the solution can perform gener-
ally regardless of software, hardware and provenance sys-
tems requirements). We find the following observations and
trends:

e Nearly all modern provenance systems[14, 16, 17, 43, 76,
81] suffer from event loss, which undermines the reference
monitor security guarantees of a provenance system.

e Some systems [20, 81] are budget-aware since they priori-
tize critical events to be stored in a buffer, but they are not
aware of the overall system’s capacity or the buffer state.
As a result, they do not prevent buffer overflow.

e Some systems require specific auditing devices [20, 42],
software that lives outside of the standard kernel source
tree [81], or hardware-based defenses [55], which pre-
cludes those systems from general wider deployment.

o Efficient encoding [81] only delays failure: the buffer fills at
the producer’s rate, and overflow occurs when production
outpaces consumption. In the meantime, a larger buffer is
bounded with high-end specifications and is not applicable
to all scenarios.
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Table 1. State-of-the-art provenance systems.

Prg;:;a:;lce Completeness Budget-Aware Compatibility
eAudit[81] No
HardLog[20] No Constrained
NoDrop[55] Yes Constrained
Sysdig[14] No No Yes
auditd[43] No No Yes
Tetragon[16] No No
Tracee[17] No No
Camflow([76] No No
DO_TRACE ()
// ) Entering tracepoint Should be atomic
E preempt disable () \1,
= _ ) X Conflict —> —> Kernel
//(2) Entering NoDrop A Panic
synchronize () Synchronization @ BUG @

Figure 2. NoDrop needs to perform synchronization in crit-
ical regions, causing kernel bugs, deadlocks and potential
kernel panic [1, 7, 15].

The most relevant state-of-the-art defense is NoDrop [55],
which achieves completeness by introducing resource iso-
lation in a per-thread manner to process and store events.
However, as shown in Figure 2, its design requires synchro-
nization inside a tracepoint, which is an atomic section. This
synchronization can lead to scheduler timeout and forced
rescheduling, incurring potential subsequent deadlocks and
kernel panics [1, 7, 15]. In addition, its resource isolation
design depends on hardware-based Intel memory protection
keys that limits which platforms it can be deployed.

Ideally, we want a system that is free from hardware con-
straints, is portable, is performant and works seamlessly
with the kernel. We consider the kernel scheduler as a way
to overcome those challenges, which offers fundamental and
universally available mechanisms for resource allocation.

3 AEkacIs Goals

Threat model We assume that the scheduler and the prove-
nance system are part of the system’s trusted computing
base (TCB) and that the scheduler is capable of accessing
statistics from the provenance system. Any user can invoke
any userspace workload that does not harm kernel space,
including potential super producer invoked by an adversary.
The security of the transmission and storage of provenance
logs is well-studied[20, 24, 32, 37, 39, 44, 82, 84, 88, 96] and
beyond the scope of this paper.

3.1 Guarantees and Desired Properties

Based on the threat model, we consider the following guar-
antees and properties of what a scheduler should provide.
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First, we define a set of hard guarantees that AEGIS must
uphold to maintain the completeness and usability of prove-
nance systems, particularly under adversarial or high-load
conditions. Second, we outline a set of desired properties
that, while not strictly required, enhance the performance
and stability of AEGIs in diverse environments.

Guarantees Since the attack originates from corrupting

the availability of provenance events, such integrity of the

completeness of collecting all provenance is the top prior-
ity of the scheduler. At the same time, AEGIS must prevent
starvation. We propose the guarantees as follows:

G1. Overload prevention: The scheduler must have the
capability to restrict the tasks’ resource allocations (Sec-
tion 4.1.1). This capability must be applied effectively
to postpone or throttle jobs that risk exceeding the sys-
tem’s safe capacity. (Section 4.2.1)

G2. Quality of service: All tasks scheduled by Aecis must
be guaranteed to complete execution within a predictable
time, ensuring consistent forward progress. (Section 4.2.1)

Desirable Properties Additionally, the scheduler should

minimize the performance impact on the operating system:

G3. Fairness: Each runnable process should receive a pro-
portional share of CPU time over the long run, prevent-
ing starvation and ensuring balanced resource alloca-
tion. (Section 4.1.1)

G4. Throughput: The system should maximize the total
amount of work completed in a given timeframe, in-
creasing overall efficiency. (Section 4.2.1)

G5. Overhead: The computational costs associated with
scheduling should be minimized, including decision
making and regular maintenance. The scheduler should
also minimize other resource consumptions. (Section 4.2.2)

For practical concerns, we want AEGIS to be forward com-
patible and adaptable to different provenance systems.

By achieving these goals, the scheduler can help ensure
that the provenance system meets the reference monitor
security guarantees, particularly the properties of being non-
bypassable, evaluable, and always invoked.

3.2 Scheduling Solutions and Limitations

While there are various mechanisms for task prioritization
and resource management that we could attempt to use to
defend against the super producer threat (e.g., tuning the de-
fault Linux scheduler or components to mitigate the attack),
we argue that such mechanisms fall short in satisfying the
overload prevention guarantees and performance properties
that we want for a provenance scheduler, as summarized in
Table 2.

Nice values reflect the priority of tasks, which influences
their scheduling order. Adjusting time slices will change the
CPU resource assigned to the tasks. While these mechanisms
allow us to prioritize the consumer, they struggle to prevent
overload during bursty workloads. This is because either CFS
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Table 2. Existing adjustable scheduling options.

Scheduling Options Reason

Adjusting nice values
Adjusting slices
Cgroups

Consumer preemption
Pinning to cores

X No overload prevention
X No overload prevention
X No overload prevention [55]
X Performance downgrade
X Performance downgrade

or EEVDF are designed to be fair among all tasks. Similar to
what we have shown in Figure 1a, their fair-oriented vrun-
time mechanism does not guarantee the buffer is consumed
in time.

Consumer preemption[20] could give a provenance con-
sumer priority by interrupting other tasks. While this can
temporarily alleviate the load on the provenance system, it
leads to significant performance degradation for non-provenance
tasks. Consider a multi-core system where the provenance
system share a global buffer. When a preemption is invoked,
it has to stop tasks on all cores to prevent new event genera-
tion and buffer overflow, which leads to heavy performance
degrade. Pinning the provenance consumer to specific cores
can isolate its execution from other tasks, theoretically reduc-
ing contention. However, this approach results in suboptimal
core utilization and overall performance downgrades.

Control groups (cgroups), a mechanism in the Linux ker-
nel that allows for hierarchical resource management and
isolation, provides fine-grained control over resource alloca-
tion and can be used to prioritize provenance tasks. However,
cgroups alone is insufficient for defending against the super
producer threat [55] because such defense requires additional
components to determine proper cgroups resource alloca-
tion.

We argue that a data-driven approach is needed. Tradi-
tional schedulers are well-engineered with simple heuris-
tics. However, they can only react once pressure is already
high, and any mitigation will arrive too late. What is needed
instead is a data-driven scheduler that reasons over richer
signals—context-switch patterns, event-generation rates, and
more features, to estimate the incoming stress and to allocate
CPU time proactively. Thus, in this paper we propose AEGIS.

We summarize the properties provided by AeGis in Table 3,
compared with other schedulers. Compared to MLFQ and
MLQ, AEGis provides better fairness design that aligns with
CFS and EEVDF scheduler and never starves. AEGIs provides
overload prevention capability over CFS, EEVDF and MLFQ.
The superior properties of AEGIs, tuned with a data-driven
approach, deliver a powerful and performant scheduler for
provenance systems.

4 AExacIs Design

Figure 3 shows the overall system design of AEGIs. AEGIs
uses a two-layer architecture. The first layer establishes the
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Table 3. Properties of AEGIS compared to existing schedulers. CFS / EEVDF are Linux default schedulers, whereas MLQ and

MLFQ share AEGis ’s multi-queue architecture.

Scheduler Fairness (CPU Share) Starvation Guarantee Overload Prevention

CFS[3] Proportional to priority v Task eventually runs X No capping mechanism

EEVDF[5] Proportional to priority v Task eventually runs X No capping mechanism

MLFQ[36] Related to CPU and I/O usage v Task at least runs per fixed time X Uncapped by priority boost

MLQ[9] Related to priority X Task starves due to queue domination ' Capped by queue domination

AEGIS Proportional to priority v Task at least runs per fixed time v Capped by queue waiting-time budget

backbone of AEats (Section 4.1) with a complete scheduling
framework and foundational capabilities of overload pre-
vention and fairness. The second layer tunes this backbone
with specific optimization goals (Section 4.2), such as attack
mitigation and throughput maximization, to enable AEGIs
to adapt to the underlying machine and provenance system.
Simultaneously, AEGIs implements measures to minimize
scheduling overhead, ensuring that the enhancements do
not introduce significant performance penalties.

Security Implications Although AEcrs introduces custom
scheduling logic outside the default kernel schedulers, its
design maintains strong reference-monitor guarantees. This
is ensured by two mechanisms: eBPF and sched_ext . All
AEGIs components are implemented using eBPF, which en-
forces strict verification at load time, preventing unsafe
or malicious code from entering the kernel[4]. In addition,
sched_ext provides a built-in fallback to the default sched-
uler (e.g., EEVDF), ensuring that the system can safely re-
cover in the event of misbehavior or starvation, preserving
system integrity and availability.

4.1 AE€acIis Backbone

Similar to the classic multi-level queue (MLQ) and multi-
level feedback queue (MLFQ) scheduling, a task under AeGrs
is placed into an appropriate queue according to its behav-
ior. However, the keys in Arcis are (D the unique queue
design gives AEGIs overload prevention capability; @) AEGIs
collects the runtime statistics of the task, and uses a neu-
ral network to dynamically assign it to queues. AEGIs also
implements queue-based fairness, and provides a restrict-
ing capability with queue-wise budget. We first discuss how
AEGIs gains such capabilities, then show how AEcIs adapts
towards different workloads and provenance systems.

4.1.1 Ensuring balanced producer-consumer process-
ing: AEGIS queue design. AEGIs assigns tasks into different
first-in-first-out (FIFO) queues with a fixed time slice. When
a task becomes runnable, it is first moved to a dispatch queue.
When the CPU asks for task to run, a queue is consumed
(i.e., the first task in the selected queue is moved to the local
run queue and is run). As a result, every task in the same
queue has an equal chance to run.

AEats employs a primary queue and several non-primary
queues. The primary queue, operating on a FIFO basis, pro-
vides a default scheduling mechanism such that when all
tasks are directed to this queue, AEGIs behaves like a tradi-
tional FIFO scheduler. The overload prevention capability
comes from non-primary queues. Non-primary queues are
also FIFO but with designated waiting times, which are de-
signed as natural resource budgets. A non-primary queue
becomes eligible for consumption only when the elapsed
time since the last task execution in that queue exceeds its
waiting time, which enforces a strict resource allocation pol-
icy and ensures that tasks within one non-primary queue
share the same pre-allocated budget. When all non-primary
queues are not eligible to be consumed, the primary queue
is consumed.

Takeaways: AEGIS is able to achieve a balanced and con-
trolled production-consumption process. That mitigates the
risk of exceeding the system’s safe capacity.

Fairness To achieve fairness among all queues, when the
CPU is idle and requests tasks to execute, AEGIS consumes
the most “hungry” non-primary queues—those that have
waited the longest since their last execution. If only the
primary queue is eligible, the primary queue is consumed.
This scheduling strategy ensures that queues operate in a
fair and predictable manner.

Let N be the number of queues, where queue 1 being the
primary queue and queue 2 to N being the non-primary
queues. Let T = {ty,...IN} € N¥ be the time elapsed since
the queues were picked and T = {f,, ..., ix} € NN~ be the
waiting time of the queues. A queue is more hungry when
the waiting time is less and the elapsed time is more. We
define the hungry factor h as follows:

t.
hi=— i>1

ti (1)
H={hy,...hn} € RN

Specifically, h; = 0 because the primary queue is only con-
sumed when no other queues are eligible, and thus, the
least hungry. Denote the number of tasks in the queues
as M ={my,...mn} € NN Arcis always chooses the most
hungry eligible non-empty queue k as shown in Equation 2:
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Figure 3. Overview of AEGIS, using task and provenance features as input to ensure performant workloads with no event loss.

k = argmax;( h; | h; > 1,m; > 0) (2)

AExais provides no-starvation guarantee and proportional
resource allocation for non-primary queues. Let the waiting
time be in increasing order fy < ... < fn. In the worst case
for the lowest priority queue N, AEGIs runs on a single-core
system where low-priority queues have less chance to run
than in a multi-core system, and the fixed time slice s > iy
so that high-priority queue will more likely compete with
low-priority ones. We prove that the lowest priority queue,
N, does not starve. Given any state at the beginning, let

the elapsed time be t. Queue 3 is consumed when é > %

giving the guarantee of queue 3 as t3 < SI;]—Zt“ Similarly, we
obtain the guarantee for queue N as follows:
s-N-in
2
This indicates the consumption time is bounded and the
bound for each queue is proportional to its waiting time.
AExais provides finite execution guarantees. Denote 7x rr
as the execution time of a certain task in queue N using
round robin(RR) scheduling, ry Apg;s as of that using AEGis
and rraw as the raw time needed to finish the task. Given
the lower bound of no-starvation time in Equation 3, we gain
the lower bound of ry Aggrs as following:

I < , S>IN>..> 1 (3)

IN
'n,AEGIS = g - N -my - rraw (4)

At the same time, we consider the same amount of tasks
running in a RR system. The minimum number of tasks
would be N + my — 2. Thus we have the time for rn gr as
following:

'NRR = (N + my = 2) - rraw 5)
Considering N > 2, we have an intuitive comparison be-
tween AEGIS and RR:

IN N -mpy

r < — < —— - INRR
N,AEGIS i, N+my-2 ,
; (6)
<X.N. I'N,RR
1)

This indicates AEGIs ensures that even tasks in the lowest-
priority queue finish in a reasonable time - proportional to

number of queues set and the corresponding waiting time -
compared to the classic RR scheduling. In real-world cases,
the execution time is often significantly less than the bound,
through per-machine adaptation.

Takeaways: By preventing starvation and achieving pro-
portional CPU share, tasks complete in long run with queue-
based fairness.

4.1.2 Understanding the adaptation space. The back-
bone leaves an adaptation space consisting of the neural
network and the waiting time configuration.

Neural network and features An important question
is which queue to put a specific task in. The behaviors of
tasks can vary, and it is difficult for traditional methods
to model and optimize over tasks, especially with different
provenance configurations. In AeGis, we address the issue
with a neural network. A neural network can be extensibly
deployed to predict the appropriate queue for the task, as
long as the network is well trained and adapts to the current
configuration.

We configure the neural network to make queue predic-
tions according to the context of the task, which describes
the recent behavior of it and serves as input of the neural net-
work. We set up the context with task features that describe
how the task behaves and interacts with other tasks and
provenance features that tell how the task produces events,
whether the provenance system is capable of keeping all the
events and its consuming speed, and the provenance sys-
tem’s average latency and availability at this time. A detailed
overview of the task context is shown in Table 4.! With these
features, the context gives comprehensive information about
the task’s nature and impact, and the provenance system’s
current state.

Waiting time Searching for a suitable neural network with
undetermined waiting times is difficult. Potential combina-
tions lead to a impractical searching space. To address this,
we narrow the searching space by setting the waiting times
based on the worst case. We first subject the provenance
system to peak workloads by manually generating as many
system calls as possible. During this stress testing phase, we

lwait_freq and wake_freq are adopted from the LAVD[12] scheduler;
other features can be obtained from task_struct or the provenance system.
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Table 4. Task and provenance context features collected by AEGIs.

Category Metric Description

runtime Total CPU time used by this task

nvcsw Average number of voluntary context switches
wait_freq Frequency that the task waits for precedent tasks
Task Features wake_freq Frequency that the task wakes subsequent tasks

nr_stop The number of times this task stops in current slice

nr_idle The number of slices taken by idle task before this task
prio The queue that the task is currently in

nr_event Average number of events generated by the task

nr_drop Average number of events generated by the task but failed to collect

Provenance Features .
latency Average distance of consumer and producer
availability Current availability of provenance system’s buffer

Table 5. Example scheduling with T= {2,4,8}. Assuming
the CPU has been idle for 8 time slots at start, the table
gives the hungry factors and the final scheduling decision
on which queue to consume.

Time 1 2 3 4 5 6 7 8 9 10 11 12
e 1 2B - - - - - - -1
hy 2 S U | — -
he 4 - 1 |3 - - - -1

Result 2 3 4 2 1 2 3 2 1 2 3 4

configure only one non-primary queue and allocate all the
stressing workloads to it. We assign other tasks, including
the provenance consumer to primary queue to simulate the
worst case. We then incrementally increase the waiting time
until the system reaches a stationary state where no events
are lost.

Let the resulting waiting time be denoted as f.,. This in-
dicates setting one non-primary queue with waiting time
fc leads to a baseline where the scheduler is capable of han-
dling the worst case. However, the baseline fails to provide
a fine-grained budget control and thus, leads to sub-optimal
performance. Building upon this baseline, we generalize this
approach for a system configured with N queues. With the
intuition that exponential waiting times help queues being
consumed in an ordered and predictable manner, we set the
waiting time for each queue exponentially as follows:

fi = (fo) /N 1 < i< N ()

An example of a scheduling with exponential waiting time

T = {2,4,8} is illustrated in Table 5. Within 12 time slots,
the primary queue is consumed 2 times. The second, third
and fourth queues are non-primary, and they are picked for
5, 3, 2 times, respectively. If all queues are not empty and
reach stationary process, the three non-primary queues will

have 50%, 25% and 12.5% share of the processor, leaving a
12.5% share to primary queue. The example shows that, with
an exponential setting, the queues run in a fine-grained and
predictable manner.

4.2 AEaIs Learning Component

As shown in Figure 3, a dispatch cycle consists of a task
running, the context being updated, and the network deter-
mining the re-scheduling decision. The task is then placed
in a queue and waits to be run. In this section, we discuss
how Akais utilizes reinforcement learning to achieve zero
event loss and high throughput with the backbone based on
dispatch cycles.

4.2.1 Predicting task behaviors: RL in AEGIs. Due to
the dynamic nature of provenance workloads, traditional
heuristic-based schedulers are unable to adapt to the diverse
behaviors of provenance tasks. To address this, AEGIs em-
ploys reinforcement learning (RL) to predict task behaviors
and make intelligent scheduling decisions.

The overall RL training process is to maximize the ex-
pected reward by learning the optimal policy, i.e., the optimal
action to take in a given state. In the context of AEGIs, the
state S is defined as the context of the task, which includes
the task’s behavior and the provenance system’s state. The
action A is the decision of which queue to put the task in, and
the network is the neural network that predicts the action.
Specifically, for the i-th queue g;, we define the action table
A ={aj,...,an}, where each action g; puts the task into g;:

a; : (task — queue;) (8)

Akais employs state-of-the-art Deep Q-Network (DQN[71])
to predict actions the scheduler should take. Let the weight
parameters of the DQN be 6. The DQN predicts Q-values,
the reward, for each action and selects the k-th queue with
the highest reward:

k = argmax;{0(S)} 9)
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The reward r is the addition of r. and r,, r = rc +rp, reflecting
both the scheduler’s completeness goal using r. and perfor-
mance goal with r,, as discussed in the following sections.

Optimizing provenance availability During training for
provenance completeness, AEGIS aims to zero out event loss
in the simulated runs. At cycle ¢, let the total number of
events be E and the number of dropped events be E¢, we
define the provenance reward r, as follows:

e = —— (10)

The network is trained to minimize the event loss in the next
cycle, t + 1. Knowing that there will always be scheduling
policies that lead to zero event loss, e.g., inadvertently incen-
tive the scheduler to consistently move tasks to low-priority
queues, we can confirm that this reward can optimized to
zero. The termination of the training is determined by the
convergence of the reward to zero, which indicates that the
scheduler has learned the optimal policy to prevent event
loss. In this way, it learns the relationship between queue
budgets and provenance capacity. Importantly, r, is designed
to be independent of the current state of the system as it is
being scheduled. Instead, it directly reflects result of prove-
nance collection in the single next cycle. It is irreversible
to total rewards gained. The independence of r;, leads to a
strong training behavior that the network prefers to mini-
mize the event loss to maximize the overall Q value.

Optimizing throughput The performance goal of Acis
is to maximize system throughput by optimizing CPU uti-
lization. Let C; be the idleness of current dispatch cycle and
C;+1 be the idleness of next dispatch cycle of the same task,
where idleness refers to the number of slices taken by idle
tasks before the task. The utilization reward r,, is defined as:

G
Fp= ———
C +Cp1 +1
This reward encourages the scheduler to minimize idleness
in the next dispatch cycle by reducing C;4;.

As discussed above, if 7, is not zero, the overall reward
encourages the network to minimize event loss first. Other-
wise, it optimizes for performance, leading to a hierarchical
adaptation.

(11)

4.2.2 Reducing the overhead. To reduce the cost of neu-
ral network inference, we introduce a d-function to reduce
unnecessary scheduling decisions given that AEGis’s net-
work inferences could be more computationally expensive
than existing schedulers. With this optimization, the sched-
uler first compares the current task context f; with its pre-
vious one f;_; and then, only performs the neural network
inference if the context has changed significantly, measured
by a threshold &:

f
i

t

[1 | <6, Vf € {nvcsw, E} (12)
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Figure 4. eBPF programs are subject to verification before
being loaded into the kernel.

When comparing the context similarity, we consider two
key factors: the average number of voluntary context switches
(nvcsw) and the average number of events (E). A dramatic
change in these metrics indicates workload shifts that require
new scheduling actions.

5 Implementation Details

We implement AEGIs’s design into kernel-space and user-
space components, as shown in Figure 5.

Kernel-space implementation We build the kernel space
scheduler on the Extended Berkeley Packet Filter (eBPF) sub-
system, which provides a forward-compatible and dynamic
mechanism for attaching user programs to kernel objects. By
compiling high-level code into eBPF bytecode and subjecting
it to kernel verification, as depicted in Figure 4, eBPF ensures
that loaded programs do not compromise system stability.
The verifier rejects any operation deemed unsafe. Specifi-
cally, AEcrs relies on sched_ext , an eBPF-driven scheduling
framework introduced in the mainline Linux kernel since
6.13.

The main components in kernel space are data collection
and neural network inference. The provenance features are
collected from pinned eBPF maps, and the task features are
collected from task_struct or from the sched_ext frame-
work. These features are stored in eBPF task_storage maps.
The map creates an eBPF dedicated storage inside task_struct.
Adopting this map enables efficient data usage as stored fea-
tures will be destroyed on task finish. The neural network
inference is performed in kernel space, as user-space infer-
ence requires significant data transferring and unnecessary
context switches. Unlike other approaches[34, 40, 45, 94]
that compile the inference code with static weights included,
Axacis’s weight network is stored in an eBPF map and dy-
namically retrieved at runtime.

User-space implementation In the kernel space, AEGIS
collects task contexts in pairs as state transitions, denoted
T. T consists of the task context of the same task in the
current dispatch cycle S; and the next dispatch cycle Sy41,
namely, T = (S; — S;4+1). These state transitions are passed
to userspace via eBPF ring buffers. During preprocessing, we
normalize the range of each feature to [0, 128]. AEGIs adapts



Conference’17, July 2017, Washington, DC, USA

O PyTorch
Preprocessing

@ INT4

Jinsong Mao, Benjamin E. Ujcich, and Shiging Ma

Table 6. Benchmarks for evaluating AEGis. Syscall speeds are
average values under Sysdig and AEars. Generic I/O syscalls
include openat, read, write, writev and close. Network-
specific syscalls include recvmsg, recvfrom, accept4,
socket and connect.

Generic /O Network

A
User Space Benchmarks  Concurrency (syscalls/s)  (syscalls/s)
Kernel Space A 7Zip[2] Multi-core / /
| HeBPF Maps | OpenSSL[10] Multi-core / /
+ Postmark[57] Single-core 316,657 /
v LLVM[8] Multi-core 14,392 /
find[81] Multi-core 1,098,652 /
< Django[60] Single-core 4,257 71
Data Collection Inference Redis[11] Multi-core 298,124 122
Nginx[18] Multi-core 915,771 304,856

Scheduler

Figure 5. User-space and kernel-space AEGIs implementa-
tion components.

to different feature distributions by leveraging different nor-
malization methods. For uniformly distributed features, like
runtime, AEGis multiply with a normalization term. Con-
versely, for features exhibiting long-tail distributions, like
event, AEGIs takes a log with base 2 prior to normaliza-
tion. A userspace FIFO replay memory is then employed
to record these transitions T, ensuring that recent and rel-
evant transitions are retained. Aecrs utilizes PyTorch[77]
for training and quantization. During the training phase, a
fixed number of transitions are randomly sampled from the
replay memory to constitute the training batch, which helps
in preventing overfitting and promotes generalization of the
scheduler’s decision-making process. After every training
epoch, the model is quantized to INT4 to acquire integer-
only models and then passed to eBPF maps. By offloading
quantization, preprocessing and training into userspace with
mature framework like PyTorch, AEGIs ’s core architecture
remains stable and widely applicable.

6 Evaluation

We empirically evaluate AeGis by answering the following
research questions (RQs), with [G3] achieved by design with
a theoretical evaluation in Section 4.1:

- RQ1: How well does AEGIs prevent event loss? [G1]
- RQ2: What is the runtime performance of Aecis? [G4]
- RQ3: Is runtime bounded in the worst case? [G2]
- RQ4: What is the scheduling cost of AEG1s? [G5]

- RQ5: How do different settings affect AEG1s?
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6.1 Evaluation Setup

Our prototype scheduler and its userspace daemon are writ-
ten in C and compiled using LLVM 18 with optimization set
to -02. Training and quantization use Python 3.10 and Py-
Torch 2.4.0. Communication between the scheduler and the
user-space daemon is facilitated through sockets. We con-
duct experiments on an Ubuntu 24.04 QEMU virtual machine
with an 8-core Intel 12900H processor, 32GB of DDR5-4800
memory, and an 1TB SSD. The system runs with a Linux 6.10
kernel with sched_ext support.

Provenance systems To demonstrate the generality of
AExais, we evaluate AEGIS using two open-source provenance
systems, Sysdig[14] and eAudit[81]. Specifically, we enable
the modern_bpf probe for Sysdig. The evaluation with Sysdig
highlights that Aeacrs effectively prevents significant event
loss compared to all available schedulers, while the experi-
ments with eAudit demonstrate AEGIs’s enhanced efficiency
even in scenarios where no event loss occurs in some of the
existing schedulers. We utilize the same system call settings
as eAudit, allowing the auditing of a total of 80 system calls.
We do not evaluate NoDrop[55] because its support is lim-
ited to legacy Linux kernels (v4.15) and is incompatible with
modern 6.x kernels.

Schedulers We compare AeGrs with three state-of-the-art
schedulers. AEGis operates on the sched_ext framework,
which requires Linux kernel version 6.8 or later. Thus, we
use EEVDF[5] scheduler as baseline, which is Linux’s default
scheduler after kernel version 6.6. (We do not use CFS since
one cannot revert to it with a recent kernel.) We also compare
with Rusty[13] and LAVD[12], the most popular schedulers
from sched_ext collections. Rusty is designed to be flexible,
accommodating different architectures and workloads[13].
LAVD aims to provide better experience in latency-critical
scenarios such as gaming.
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(a) With over 1M syscalls/s, AEGis does not
lose events in cases where others do.

(b) With less than 1M syscalls/s, AEGIs performs no worse (i.e., offers
comparable performance) compared to existing approaches.

Figure 6. Performance of AEGIS on macrobenchmarks compared to EEVDF (baseline of 100%). The lower the better.

Benchmarks To evaluate the performance and resilience
of AEaIs, we select a diverse set of macrobenchmarks that
utilize different kinds of system resources, performing CPU,
I/0O, and network activities. The benchmarks are summarized
in Table 6 along with their system call rates, which we use
as a proxy for provenance workload intensity. Among all the
tests, 7Zip and OpenSSL primarily stress the CPU, perform-
ing intensive compression / decompression algorithms and
cryptographic operations. Postmark generates a large num-
ber of file operations. LLVM test compiles the LLVM project
from source and find test spawns lots of processes to scan
the /usr/ directory simultaneously. These workloads evalu-
ate the performance of AEGISs in terms of computational and
I/O resource allocation. Representative server benchmarks
like Django, Redis and Nginx are introduced in addition
to above tests. These tests incur heavy network activities
in addition to disk and CPU workloads. We use the same
settings as NoDrop[55] in 7Zip, OpenSSL, Django, Redis and
Nginx tests, and the same settings as eAudit[81] in Postmark
and find tests. Except pure computational tests like 7Zip and
OpenSSL, all tests incur a considerable number of prove-
nance events, stressing AEGIS and provenance system at the
same time.

Additionally, we introduce the Imbench[70] microbench-
mark suite to measure low-level system performance. Lm-
bench includes a variety of microsecond-level tests, evalu-
ating operations such as file system interactions, process
forking, and execution. We report the event loss ratio and
the runtime of each benchmark under different schedulers
and provenance systems. All results reported are average of
10 attempts.

Queues We configure 4 queues: 1 primary queue and 3
additional queues. The provenance consumer, which receives
and processes events, is pinned to the primary queue to
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facilitate training process. The threshold f is set to 5e°ns,
determined through manual testing with Sysdig.

Neural networks For each provenance system, we train
an independent neural network, which is a two-layer fully
connected model activated by ReLU [73]. The hidden layer
consists of 256 neurons, with an input size of 11 and an
output size of 4, resulting in a total size of 11x256x4. Key
hyperparameters include a discount factor y = 0.9, a soft
update coefficient 7 = 0.005, and a learning rate of 1e™*.

Training During the training process, AEGIS continuously
collects statistics of various workloads that include daily
remote development, coding with VS Code and web browsing
with Firefox, supplemented with periodically (e.g., every 3
mins) controlled stress using a lightweight variant of the
find test with limited concurrency to prevent overfitting.
The model will not see test workloads in Table 6. Once the
model converges, the weights are frozen for testing.

6.2 ROQ1: Efficacy of AEGIS

A critical aspect of AEGIs is its effectiveness in preventing
provenance event loss. The grey area of Figure 6 summa-
rizes the event loss statistics for the schedulers. For all tests,
Axais demonstrated zero event loss for both Sysdig and eAu-
dit, showcasing its ability to handle high-frequency event
streams reliably.

In contrast, in find test, EEVDF incurred a significant event
loss rate of 39.34% with Sysdig, while maintaining no event
loss with eAudit. LAVD and Rusty both exhibited severe
event loss. LAVD reports event loss rates of 98.53% for Sysdig
and 15.11% for eAudit, whereas eAudit is designed to achieve
the completeness of events. Rusty shows nearly identical
results. These results indicate that existing schedulers fail to
prioritize provenance consumers sufficiently, underscoring
Axa1s’s robust handling of diverse workloads by compari-
son. For the Nginx test, EEVDF reports a loss rate of 5.9% for
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Sysdig. LAVD and Rusty also fails to provide the complete-
ness of the events, where LAVD reports loss rate of 51.42%
and Rusty reports 52.93% respectively, with Sysdig. How-
ever, AEGIs achieved zero event loss, reaffirming its ability
to sustain complete provenance data integrity in various
conditions. All schedulers successfully avoided event loss
for both Sysdig and eAudit for other benchmarks, which is
expected since they are relatively lightweight compared to
Nginx and find test. Overall, AEGIS consistently achieves zero
event loss across diverse benchmarks and provenance sys-
tems, outperforming state-of-the-art schedulers like EEVDF,
LAVD, and Rusty.

Takeaways: AEGIs ensures zero event loss across all test
scenarios, even when other schedulers lose > 98% events.

6.3 RQ2: Performance of AEGIS

We consider both AEGIS’s macrobenchmark and microbench-
mark performance.

Macrobenchmarks As shown in Figure 6, AEG1s has the
best performance among 10 out of 16 tests. We observe that
find and Nginx tests are the most provenance-demanding
tests. In the two tests, although Rusty and LAVD are faster
than AEGIs in three cases, they fails to completely capture all
provenance events. With eAudit, AEGIs is faster than EEVDF,
LAVD and Rusty in terms of average performance. With
Sysdig, AEGIs has average overhead of 49.24% compared to
EEVDF, 70.96% compared to LAVD and 78.06% compared to
Rusty. The overhead is high due to the fact that the event loss
ratio is high (e.g., 39.34%, 98.53% and 98.54%, respectively).
For Django and LLVM tests, AEGIs is on average 0.42%,
3.46% and 1.53% faster than EEVDF, LAVD and Rusty. This
showcases efficient resource allocation of AeGrs when han-
dling daily workloads. In Postmark, AEecrs is 0.86%, 1.55%,
1.76% slower, respectively. Such overhead is mainly caused
by the scheduling cost and does not pose a significant con-
cern in real scenarios. For Redis, AEGIS is 6.63% faster than
EEVDF but 8.07% and 8.90% slower than LAVD and Rusty.
This is because AEGIs is designed for general provenance
scenarios rather than being a latency-critical scheduler like
LAVD and Rusty. For computational workload including 7Zip
and OpenSSL, AeGis dominates other schedulers, achieving
2.42%, 2.62% and 1.82% faster than the other three sched-
ulers. This further corroborates Aears for better task behav-
ior recognition and resource utilization compared to state-
of-the-art schedulers. In conclusion, all tests under AEGIs
finish in a reasonable time without provenance event loss.

Takeaways: Overall, AEGis outperforms EEVDF, LAVD,
and Rusty by 3.42%, 0.90% and 0.25%, respectively, in macro
workloads while incurring no event loss

Microbenchmarks We divide Imbench into four categories:
system call, process, file system (FS) and inter-process com-
munication (IPC). System call latency tests consist of NULL
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Figure 7. Average latency of microbenchmark tests com-
pared to EEVDF (baseline of 100%).

call, NULL I/O, stat, open/close file and signal install/handle.
Process tests include fork, execve and shell tests. File system
tests include file create and delete with size of 0k and 10k.
IPC tests include AF_UNIX and pipe latency tests.

The results in Figure 7 show that, compared to EEVDF
and other schedulers, AEGIs does not incur noticeable over-
heads in system call, process and file system tests. That is
expected since many micro operations happen in one slice,
and thus the performance is not affected by the scheduler.
AExais shows higher overhead for IPC; compared to the de-
fault EEVDF scheduler, AeGis has 2.58x / 2.17x overhead
with Sysdig on AF_UNIX / pipe tests, respectively. For eAu-
dit, the numbers are 20.12x / 19.79x. The reason behind this
is AEGIs’s design using FIFO queues: when multiple tasks
arrive at the same time, especially when related tasks (such
as parent and child) are classified into different queues, the
latency becomes high.

Takeaways: AEGIs performs similarly to other schedulers
for most microbenchmark tests. While Aears introduces
high latency in pipes and AF_UNIX, the latency is still
under 0.3ms and does not pose significant concern to macro
workloads, which AeGrs aims to improve.

6.4 RQ3: Worst Case Analysis

To evaluate the fairness and starvation resistance of AEGIS,
we conduct a worst-case analysis. In the worst case all higher
priority queues are occupied and ready for dispatch anytime
as discussed in Section 4.1.1. We demonstrate AEGIS’s robust-
ness with six configurations, as shown in Table 7. From E1
to E3, we introduce 2 to 4 non-primary queues where the
lowest priority queues share the same waiting time of 5e5.
From E4 to E6, 3 non-primary queues are utilized and the
waiting times of the lowest priority queue differ from 4e4 to
7e7. We introduce a pure computational task implemented as
tight loops, and we intentionally saturate all higher-priority
ones with 10 concurrent tasks. In the lowest priority queue
we adjust the number of tasks to observe the finish time.
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Figure 8. Performance of AEGIs in the worst case as dis-
cussed in Section 4.1.1

Table 7. Setting of tasks and waiting times for the non pri-
mary queues for worst case analysis.

. # of Tasks Waiting Time
Setting

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
E1 10 2-100 / / le2 5e5 / /
E2 10 10 2-100 / le2 7e3 5e5 /
E3 10 10 10 2-100 1e2 2e3 3e4 5e5
E4 10 10 2-100 / le2 2e3 4e4 /
E5 10 10 2-100 / le2 3e4 6e6 /
Eo6 10 10 2-100 / le2 8e4 7e7 |/
RR 5-104 Tasks

Table 8. Scheduling cost of AEGIs.

Metric Min Max Average

Inference Cost (%) 0.09 2.75 1.18
Inference Frequency Per Core (Hz) 17.17 528.00  294.77
Inference Avg. Time (us) 37.33  60.31 50.16
Maintenance Cost (%) 0.017  0.162 0.08

Delta Func Reduction (%) 0.04 0.85 0.36
Delta Func Effect Ratio (%) 1150  98.46 46.92
Overall Cost (%) 001 244 0.82

The results are shown in Figure 8. Our results confirm
that the lowest-priority task is consistently scheduled within
the predicted bound. For E1 to E3, the time compared to RR
scheduler are 1.25%-2.15%, 1.94x-3.13x and 2.01x to 3.96x.
The results indicate that the task in the lowest-priority queue
maintains predictable execution proportional to the number
of queues configured, validating the fairness guarantee en-
forced by Akcrs. For E4 to E6, the results are 2.24x-2.94x,
2.75%-4.01x, 6.69x-16.75x. We observe that with longer wait-
ing time configured, while the lowest priority queue gets a
longer runtime, it is still bounded by AEcis’s queue-based
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mechanism. Overall, the results indicate that in the worst
case no starvation or indefinite postponement was observed.

Takeaways: AEGIs preserves queue-based fairness and
bounded runtime for all tasks, even under intentionally
adversarial settings.

6.5 RQ4: Scheduling Cost of AEGIS

The scheduling cost breaks down into inference cost (percent-
age of time consumed by pre-processing and neural network
inference for scheduling decisions) and maintenance cost
(collecting and updating features of each task and selecting
the appropriate queue). Table 8 shows the results.

Inference cost Across the benchmarks, AEcis exhibits low
inference costs. The most demanding benchmarks, the Nginx
test, has the highest inference cost of 2.44%, and the find test
has the highest inference frequency of 528 Hz. Workloads
associated with multithreads along with I/O heavy in AEGIs
often incur with around 500Hz inference frequency per core
such as find, LLVM, Nginx, and Redis. This is because these
processes do not fully consume their slices and incur heavy
scheduling decision makings. Table 8 also indicates compu-
tational workloads require <50 Hz of decision making. This
is because they do not need to yield to other tasks.

At the same time, the results show that the average infer-
ence time is 50.16 ps. The lowest time, 37.33 us appears in
Imbench, and the highest 60.31 us appears in 7Zip. This is
because Imbench does not involve a lot of memory opera-
tions, and consequently the cache stays hot for the weight,
reducing the overall weight accessing time. As a result, the
inference cost is relatively lower.

Takeaways: The overall inference cost of AEGIs is low,
under 0.5% for typical scenarios and around 2% for most
demanding scenarios.

Maintenance cost The maintenance cost, representing
the time spent updating task contexts and features, remains
negligible across all benchmarks, ranging from 0.007% in
Imbench to 0.110% in Nginx. With eBPF and sched_ext,
AEGIs acquires the features and contexts of current task
directly from task_struct and eBPF helper functions. Such
design benefits AEGIS’s task context management cost, even
under high-frequency decision-making scenarios.

Delta function The delta function in AEeGIis determines
whether a task requires re-scheduling by evaluating changes
in its context. We set § = 0.25, which is equivalent to right
shifting by 2 digits for verification and efficiency need. As
shown in Table 8, the delta function is particularly high
for Postmark, OpenSSL, 7Zip and Imbench, saving 49.95%,
98.46%, 72.33% and 68.37% scheduling decisions. This is be-
cause these stable long-time workloads show similar be-
havior across the whole time, allowing the delta function
to bypass inference frequently. In contrast, workloads like
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Figure 9. Performance of Aecis under different settings.

LLVM (33.93%) and Nginx (11.50%) see a lower effective ratio
due to higher task context variability. The find test shows
a low effective ratio of 23.12% due to the fact that it con-
sists of many short-term tasks, reducing the chance of delta
function taking place. In terms of runtime, the delta func-
tion is capable of reducing the overall runtime by 0.61% for
most stressing workload and 0.36% on average among all
the benchmarks. The results demonstrates the effectiveness
of delta function in reducing the overall computational cost
of Akais, without sacrificing the performance, as discussed
in Section 6.3.

6.6 RQ5: Ablation Study

To evaluate the contributions of various design choices in
Axais, we conduct an ablation study using Sysdig as the
provenance system and i, = 5¢° across two scenarios: fea-
ture configurations and queue configurations.

Feature settings We investigate the effect of using differ-
ent feature sets to train the neural network. We evaluate
using task-only features (F1) and using provenance-only fea-
tures (F2) from Table 4 to train the neural network, and we
compare the results with all features (AEGIS).

Figure 9 shows the results. The runtime performance on
each setting is shown in positive bars and the provenance
performance is shown in negative bars in grey area. With
F1, the system converges during training and is capable
of preventing event loss under training workloads (i.e., 50
concurrent find workers). However, the scheduler is not
robust enough and fails to work under unseen workloads
(e.g., 288 workers). As a result, the find test F1 is 31.81%
and the Nginx test is 22.91% faster than that of using all of
the features, but it fails to prevent event loss. F2 leads to
noticeable lower runtime (20.19%) in Nginx test but fails to
adapt to even the training workloads, which leads to 23.63%,
3.29% and 29.74% event loss in find, Postmark and Nginx
tests. The results indicate that AEG1s’s functionality relies
on both kinds of features.
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Queue settings We explore the impact of different queue
configurations on system performance. We vary the number
of queues and the waiting times allowed for tasks in each
queue. The number of queues determines the granularity of
task budget allocation, with fewer queues leading to broader
groupings and potentially higher contention for resources,
while more queues provide finer control but incur more
difficult training and greater management overhead. We set
up 4 variants for the cases of introducing 1 to 4 non-primary
queues and denote them from C1 to C4, whereas C3 is the
setting AEGIS uses. Waiting times settings can also affect
performance, so we use exponential (AEGIs) and linear (C3L)
settings.

Figure 9 shows the results. We observe that using only
one non-primary queue (C1) converges the network dur-
ing training and leads to less runtime in the find and Nginx
test, but it loses up to 60.29% events during testing, which
is similar to that of F1. When introducing two or four non-
primary queues (C2 or C4), we find that the trained sched-
ulers are capable of preventing event loss but lead to addi-
tional runtime. Specifically, C2/C4 are 13.04%/12.68% slower
in find test, 5.37%/62.37% slower in Nginx test and are overall
3.40%/11.73% slower than AEGIs. Thus, three non-primary
queues is the best configuration since C2 gives a coarse-
grained setting while the situation in C4 is too complex for
simple networks. Fine-grained control is more difficult to
learn in either of these settings. For linear waiting time C3L,
we observe a slower but similar performance. On average,
C3L incurs 1.60% extra runtime across three tests, indicat-
ing that exponential waiting time leads to easier learning
patterns.

Takeaways: Configuring AEGis with exponential waiting
times and 4 queues yields optimal performance.
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7 Related Work and Discussion

Schedulers The 0(1) scheduler[19] improves upon the orig-
inal Linux scheduler’s fairness and responsiveness. CFS[3]
achieves finer granularity and better fairness. After Linux
v6.6, CFS is replaced with EEVDF[5] for finer deadline-based
fairness. Similar schedulers [13, 85] provide generic effi-
ciency and fairness among all tasks. Domain-specific sched-
ulers have been proposed for gaming[12], energy[61, 62] and
micro operations[64, 69]. Recently, scheduler frameworks[6,
49, 54, 56, 68] enable user-defined scheduling that accommo-
dates different needs; Aecis adopts sched_ext [6].

Provenance Early provenance systems rely on instrument-
ing the OS kernel, such as CamFlow[76], HiFi[78], LPM[31]
and Kcal[65]. Recent systems are mainly built with eBPF, in-
cluding Sysdig[14], Tracee[17], Tetragon[16], ProvBPF[63]
and eAudit[81]. MPI[66], ProTracer[67] and ALchemist[92]
implement high-level semantical provenance. However, the
provenance completeness is less studied. eAudit[81] intro-
duces a novel buffer design and NoDrop[55] introduces re-
source isolation, though these systems do not ensure all de-
sired properties as discussed in Section 2.1. While Aecrs ad-
dresses the critical challenges of efficient provenance-aware
scheduling to prevent event loss and maintain system per-
formance, a broader notion of provenance integrity requires
complementary measures to ensure the overall trustworthi-
ness of provenance systems, such as incorporating orthogo-
nal threat detection for super producers and tamper-proofing
techniques[42, 44, 47, 75, 82, 93].

Kernel-space machine learning Machine learning ap-
plications in kernel-space are bringing adaptive algorithms
to scheduling[34], storage optimization[22, 45], network-
ing applications[21, 41, 46, 94], intrusion detection[25, 28]
and compartmentalization[87]. Prior work also considers
kernel-space machine learning frameworks using floating
points[22], integer quantization[94] and API remoting[40].
The most relevant work to Aecis is MLLB[34], which im-
proves the can_migrate_task() function but does not im-
plement a complete scheduler. AEcIs uses a simple fully
connected neural network to address the super producer
issue. Employing larger neural network models or better
training strategies could potentially allow AEGIS to capture
deeper patterns in workload behaviors, enabling more pre-
cise scheduling decisions. Additionally, hardware accelera-
tion [40] with GPUs or NPUs, can significantly reduce infer-
ence costs, even enabling real-time high-frequency inference
for large models. We leave these optimizations as possible
future research directions.

8 Conclusion

We introduced AEais, a kernel-space learned provenance
scheduler that ensures that provenance events are completely
captured to prevent super producer threats from hiding ma-
licious system events and ensure the security guarantees of
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provenance systems embedded within reference monitors.
We showed that existing solutions do not adequately defend
against the threat because they either suffer from buffer over-
flows or fail to accommodate important functionalities. We
leveraged reinforcement learning within the Linux kernel’s
scheduler to learn the behavior of provenance tasks and to
optimize resource allocation to ensure completeness while
being performant against other system tasks and events. We
evaluated AEGIs’s efficacy using Sysdig and eAudit to study
the runtime performance and scheduling cost and found that
AExais is capable of ensuring no event drops and ultimately
ensuring that the provenance system meets the reference
monitor’s security goals.
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